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stk_commander (SERVER) —— UDP 9527 ——> stk_agent (CLIENT x N)
stk_agent (CLIENT) —— TCP 9528 ——> stk_commander (¥ 3F)
ﬁ%;i%@ﬁ%] —— TCP 9529 —— (Z&Ji port)
< e

i ¢ Harbour p 2 hb_socket + hb_jsonEncode/Decode + hb_threadStart

~3te R (JSON)

424 4#+¢ (SERVER to CLIENT - UDP)

magic / cmd / from / target / time / i1d / token / params
target: "*"'=23%, "S002"=4 =k, "S002, S003"= %k

w 3F 3+ # (CLIENT to SERVER - TCP)
magic / cmd / station / status(OK/FAIL/BUSY) / time / id / data

S REHLFE (27 BHL)
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PING HFR A
A2 SHUTDOWN i« STK32 fg)#iq & timeout: 60
A3 KILL_STK s 4B B STK32. EXE -
A4 POWEROFF P 1 delay:30
A5 REBOOT £ AT 5 delay: 30
A6 LOCK_SCREEN 4f =% % -
AT WAKE_ON_LAN «=fp2a ezt mac:"XX:xx:..."
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MESSAGE Az 4 4= text, title
B2 NOTIFY 4 sm xR e text, title, timeout
C. BT
l
STATUS Jh ik cpu, mem, disk, stk_running, uptime
C2 PROCLIST 25 7 4 processes| {name, pid, mem} ]
C3 PRINTER_STATUS & # #%;1 i printers| {name, status, jobs} ]
C4 SCREENSHOT BB G %41 FILE PUSH w &
D. j 1#‘ T
T S
EXEC #HiFes command, wait
D2 DEPLOY_ZIP 2& ZIP src, dest
D3 DISK_CLEANUP /%‘IE—’_% F paths:["C:\TEMP", ... ]

D4  CONFIG_PUSH j2:¥ INI % = file, section, key, value
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FILE PUSH SERVER 4&i%#% % ¥] CLIENT filename, dest path, size

E2 FILE PULL J%_ CLIENT $£P~#% % src_path
E3 LOG _COLLECT 4= & LOG #h% files:["Error. TXT", ... ]
F. % «L? e
L ——
HEARTBEAT jo (CLIENT = #p3#i%) -
F2 UPDATE_AGENT Agent p # { A7 version, url
F3 BATCH_CMD prdp 4 (:}]E, T b3 ) targets[ ], cmd
F4 GET_CONFIG 3 B~ CLIENT = INI file, section, key
Q_ N .';T 1)\: 'I“_:!’-
P * %
Vi JSON #t¢ 7 token (* 3 4% )
iV AEEE magic header "STKAGNTI"
i % KR 2 # =X SERVER IP # k enidte
P tdp % POWEROFF/REBOOT/EXEC % commander %= =< /zi%
A Phase 4 ¥ 4v AES “c¢ %

1 UDP/TCP + ,x st®= 4+ INI PING / SHUTDOWN / KILL_STK

A n

2 STATUS + MESSAGE + STATUS / PROCLIST / MESSAGE / NOTIFY /

g4 g ™ EXEC + HEARTBEAT + EXEC / POWEROFF / REBOOT / LOCK /
Dashboard HEARTBEAT

3 FILE PUSH/PULL + %% FILE PUSH / FILE PULL / DEPLOY ZIP /

th & @ﬂi%] + K2 LOG_COLLECT / CONFIG_PUSH / GET CONFIG /

UPDATE_AGENT
4 2@ + &8 + 532 + SCREENSHOT / PRINTER_STATUS /
wrF# e WOL + 4 DISK_CLEANUP / WAKE_ON_LAN / BATCH_CMD /

AES
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SOCKET/StkAgent/source/

SOCKET/StkAgent/c_code/

SOCKET/StkAgent/build/
SOCKET/StkCommander/source/

SOCKET/StkCommander/build/

CLIENT PRG (agent, udp, tcp, cmd_*, tray,
heartbeat )

C 3% (Shell Notifylcon, GetSystemInfo,
LockWorkStation)

stk_agent. hbp + stk_agent. ini

SERVER PRG (commander, udp, tcp, dashboard,
station_mgr)

stk_commander. hbp + stk_commander. ini

SOCKET/shared/ £ * # % (protocol.ch, json_helper.prg,
socket_helper. prg)

SOCKET/doc/ 2 (ARRT)

=~ PR B

i) > %

Socket Harbour p 2= hb_socket*() » # Z g ¢t 1ib

JSON Harbour mp 2 hb_jsonDecode / hb_jsonEncode

5T hb_threadStart() (Harbour p i)

A C code Shell Notifylcon (-] 3% » wé BCC ICE)

AN C code GetSystemInfo / GlobalMemoryStatus

WOL UDP A # magic packet (% Harbour)

¥EAR C code BitBlt + % BMP (Phase 4)



